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Radio/TV Interference Statement

This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This equip-
ment generates, uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions in this user’s guide,
may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference, in
which case the user will be required to correct the interference at his own
expense.

If interference is noticed, consult your computer system user’s guide for
radio interference information. Generally, eliminating the interference
involves reorienting the antenna, moving the computer away from the
receiver or plugging the receiver into a ditferent outlet from that of the
computer.

The FCC has prepared a booklet titled “How to Identify and Resolve
Radio-TV Interference Problems” which you may find useful. It is avail-
able from the US Government Printing Oftice, Washington, D.C. 20402,
Stock No. 004-000-00345-4.

Canadian Department of Communications Compliance Statement:

This equipment does not exceed Class A limits per radio noise emissions for digital
apparatus set out in the Radio Interference Regulation of the Canadian Department
of Communications. Operation in a residential area may cause unacceptable interfer-
ence to radio and TV reception, requiring the owner or operator to take whatever
steps are necessary to correct the interference.

Avis de conformite aux normes du ministere des Communications du Canada:

Cet equipment ne depasse pas les limites de Classe A d'emission de bruits
radioelectriques pour les appareils numeriques telles que perscrites par le Reglement
sur le brouillage radioelectrique etabli par le ministere des Communications du
Canada. L'exploitation faite en milieu residentiel peut entrainer le brouillage des
receptions radio et television, ce qui obligerait le proprietaire ou l'operateur a prendre
les dispositions necessaires pour en eliminer les causes.
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Declaration of Conformity
(according to ISO/IEC Guide 22 and EN 45014)

Manufacturer’'s Name: Procom Technology, Inc.
Manufacturer’s Address: 1821 E. Dyer Road
Santa Ana, CA 92705, USA
declares that the product:
Product Name: CD-ROM Storage Array Server Units
Type of Product: Information technology equipment
Equipment Class:  Commercial and light industrial
Model Number(s): CDT14 Series: Cl14-xx-xx!, C14L-xx-xx, C12-Hx-xx, CF12P1-xx-xx,
CF14P2-D2-xx, CS14P1-32-14, CS12P1-H4-12, C14E2-16x-10,
C14E2-16x-14,C14T2-16x-14, C14T2-32-14
Year of Manufacture: 1999
conforms to the following Standards:
Safety: EN 60950: 1988 + A1,A2
EMC: EN 55022: 1993 Class A
EN50082-1:1992
IEC 801-2: 1984, 8kV, A.D.
IEC 801-3: 1984, 3V/m, 27 MHz. - 500MHz.
IEC 801-4: 1988, 0.5kV Signal Lines, 1kV AC Mains

Supplementary Information:

“The product complies with the requirements of the Low Voltage Directive
73/23/EEC and the EMC Directive 89,/336/EEC.”

1The “x” in the model designation may be any alphanumeric character denoting
minor mechanical options.

Manufacturer’s Contact: Alan Bliss, Engineering Manager

Procom Technology
Tel: (800) 800-8600
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Copyright
Procom Technology, Inc. assumes no responsibility for any errors which may
appear in this user’s guide. The content of this user’s guide is for informational
purposes and is subject to change without notice. Considerable effort has been
made to ensure that this user’s guide is free of inaccuracies and omissions. Procom
Technology, Inc. makes no warranty of any kind including, but not limited
to, any implied warranties of merchantability and fitness for a particular
purpose with regard to this user’s guide.

Except as permitted under the copyright law of 1976, no part of this user’s guide
may be reproduced in any form or by any electronic or mechanical means, includ-
ing the use of information storage and retrieval systems, without permission in
writing from the copyright owner.

Under copyright laws, any software described within may not be copied except in
the normal use of the products described within or to make a backup copy.

Copyright © 1999 by Procom Technology, Inc.
All Rights Reserved

Procom Technology, Inc.
1821 E. Dyer Road
Santa Ana, CA 92705 USA

™ Procom Technology, the Procom Technology logo, Direct CD Ethernet 2,
CD Tower-7 Ethernet 2 and CD Tower-14 Ethernet 2 are trademarks of
Procom Technology, Inc.

® All other trademarks and registered trademarks used in this user’s guide are
property of their respective owners.

Printed in U.S.A.
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Chapter 1

Introduction

Thank you for purchasing a Procom Technology’s CD Tower Ethernet 3. This
product line is the result of future-thinking hardware and software engineers
working to provide the ultimate in a CD Tower subsystem. It can be easily con-
nected to your network and ready for use in minutes. And, its firmware uses the
standard NCP, SMB and NES file systems, so there is no need to install an addi-
tional CD-ROM networking application.

This chapter provides general information about the CD Tower, including fea-
tures, requirements and specifications. For more information about the

CD Tower’s CD devices, refer to the specification sheet included in your package.
The specification sheet contains information about using the CD devices and
performance characteristics.
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About the CD Tower Ethernet 3

The CD Tower Ethernet 3 connects to 10,/100 MBit Ethernet networks. All users
on the network can share the information on any disc inserted into a connected
drive.

%’ Throughout this manual, the CD Tower Ethernet 3 is veferrved to as simply
Q CDT-E3.

The CDT-E3 is server independent, which means that no software has to be
loaded on any server, and no additional software has to be installed on any client.

%q Some CDT-E3 models arve equipped with a “DVD-ROM dvive,” as well as

K “CD loading device,” hence, will accommodate both medin types.
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Features and Benefits

File Server Independence

The CDT-E3 is connected as a node in an Ethernet network. To the network the
CDT-E3 acts as a file server. This means that it is independent of other file servers,
i.e. the communication takes place directly between the network client and the
CDT-E3. This results in high performance, reliability and independence of other
equipment.

Plug and Play

The file server independent approach makes the installation quick and convenient.
In most environments the physical connection to the network is the only installa-
tion required prior to starting work with the CDT-E3. No software needs to be
installed on clients or file servers. Your computer will see the CDT-E3 as another
network file server, and you access it using the standard commands used in your
network operating system.

Environments

The CDT-E3 can be used simultaneously from NetWare, Windows, OS /2, DOS,
UNIX and Internet/intranet clients. It supports basic messaging and network
protocols:

NCP over IPX and IP

*  SMB over NetBIOS /NetBEUI
*  SMB over NetBIOS /TCP /1P
e NESover UDP/IP

e HTTP over TCP/IP

Internet/Intranet Web Server

The built-in Web server makes it possible to access data via any standard Web
browser, such as Netscape Navigator or Microsoft Internet Explorer. The support
includes configuration, management and disc access.
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Speed

By using a 32-bit RISC processor and cache memory expandable up to 160
Mbytes, data throughput of up to 2700 kbytes/sec is obtained — ample speed for
demanding CD-ROM applications.

Security

Disc access can be restricted by setting up native access control in all network
environments. It is also possible to limit the number of simultaneous users of any
disc in order to comply with license agreements.

Maintenance

New software can easily be downloaded to the CDT-E3’s Flash memory over the
network using FTP. All updates are free of charge.

CD Tower Ethernet 3
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Network Management
The CDT-E3 supports the Simple Network Management Protocol (SNMP).

Year 2000
The CDT-E3 is year 2000 compliant.
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Conventions Used in this Manual

This manual was designed to make it easy for you to find the information you
need quickly. To help guide you on your way, familiarize yourself with the
following icons.

Warning! Indicates steps or procedures that could result in personal
injury or death if not followed.

Caution! Indicates steps or procedures that could result in loss of

Mm
*‘ data or damage to hardware if not followed.

/i Warns you that antistatic grounding procedures should be followed
/ before continuing the installation.
Points out a section where you may need the help of trained
@ technical support personnel, or gives information on how to contact
other resources.

as you will need them again to complete the installation or

Reminds you to keep the screws you are removing in the procedure,
‘I; l
| replacement.

Tip: Points out a helpful procedure or process that might otherwise
be overlooked.

11

Note: More fully explains a point in the text which might be missed
or need further clarifying.

v

¥
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Click

Enter

admin

adwmin

Press the left mouse button.

Words in boldface type represent keystrokes, menu items,
window names or mouse commands.

Disk drives, such as drive A, drive C or network drives, are
referred to as A:, C:, etc.

Words in boldface Courier type indicate commands or prompts
provided by the computer or server.

Words in #talic Galliard type indicate commands you
should type.
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Where to Go from Here

Chapter 2 - Installation

This chapter provides instructions for installing the CDT-E3 and connecting it to
the network.

Chapter 3 - Configuring the CDT-E3
This chapter outlines the required configuration settings for running the CDT-E3.

Chapter 4 — Accessing the Disks

This chapter provides instructions for choosing access points when mapping the
CDT-E3 as well as instructions for accessing resources via your network operating
system.

Chapter 5 — Monitoring the CDT-E3
This chapter provides instructions for monitoring the CDT-E3.

Appendix A - Parameter List

This appendix contains the CDT-E3 parameter list, an explanation of the direc-
tory structure, and directions for editing the configuration settings .

Appendix B - Troubleshooting

Use this appendix if you encounter a problem when operating the CDT-E3.
Appendix C - Upgrading the CDT-E3

This appendix provides information for upgrading the firmware.

Appendix D - Technical Specifications

This appendix contains information about physical and environmental characteris-
tics of the CDT-E3, as well as its power requirements.

Appendix E - Glossary

Use this appendix as an information tool to define any unfamiliar words found in
this user’s guide.

Appendix F — Index

Use this listing to find the location of a subject or procedure.
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Contacting Procom Technology’s Technical Support Team

We hope the instructions available in this user’s guide are complete and clear
enough to meet your needs. If you need further assistance, please contact
Procom Technology.

We take pride in providing highly responsive, world-class service to ensure the
highest levels of ongoing customer satisfaction with our premium products.

For technical problems requiring on-site service, Procom Technology provides
professional, experienced field engineers, who work closely with our Technical
Support Engineers for total solution support. For more information about
purchasing an on-site service package for your CDT-E3, please contact your sales
representative or reseller, or call 800-800-8600.

You can contact Procom Technology’s Technical Support Engineers in a variety
of ways:

¢ The Procom Technology Technical Support Line can be reached at
800-800-8600 or 949-852-1000; M-F: 6:00 a.m. to 6:00 p.m., PST.

® Procom Technology Technical Support Engineers can be reached via
email at:

tech-support@procom.com

¢ Ifyouwish to send a fax to Procom Technology’s Technical Support Team, the
facsimile can be reached 24 hours a day at 949-261-6452.

® Technical Support information, including specifications, jumper
settings, files and Frequently Asked Questions can be obtained from our
Technical Support web site at:

http:/ /www.procom.com/homepage/tech /wbhetech.html

¢ Information about the CDT-E3 may be obtained from the Procom
Technology World Wide Web site at:

http: / /www.procom.com
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nstallation

This section includes the basic setup procedures for getting your CDT-E3 up and
running:

¢ Connecting the CDT-E3 to the network
e Assigning an IP address

® Setting basic system parameters

11
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Network Connector

The CDT-E3 is equipped with a 100baseTX connector. The internal network
connector will automatically adjust to 10baseT or 100baseTX, full or half duplex
mode. Use a Category 5 UTP cable for the 100baseTX operation.

LED Indicators

The CDT-E3 front panel indicators show the status of the unit. The indicators
have the following functions:

» Status - Flashes during startup. The light turns solid green when the
CDT-E3 is ready for use.

*  SCSI - Flashes to indicate disc access.
* Network - Flashes to indicate the presence of network traftic.

* Power - Remains on to indicate that power is present in the unit.

Refer to The Front Panel Indicatorsin Appendix B: Troubleshooting for a list of
error conditions.
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Connecting the CDT-E3 to the Network

Wq Before you begin, always remember to consult the Network Adwministrator
S prior to making changes to the network configuration.

/A

To connect the CDT-E3 to your network, follow these steps:

1. Select the proper voltage. The Voltage Selector switch can be set to 115 or
230V. The defaultis 115 volts which is standard in the United States. If
you are using the CDT-E3 outside of the United States, please set the
switch to the appropriate setting for your country.

2. Connect the network cable to the appropriate connector, i.e. RJ-45 for
100baseTX and 10baseT.

3. Switch on the tower.
The CDT-E3 front panel indicators will flash during power-on and self-test.

When the Status indicator stops flashing and turns solid green, the CDT-E3 is
ready for use.

Network Hub

\ |

Network Cables\ \_

i

13
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Assigning an IP Address

The CDT-E3 supports HI'TP over TCP /IP, which means that it works as a Web
server available on the Internet and intranets. To establish communication with
the TCP /IP network, you must assign an appropriate IP address to your CDT-E3.
For example, this is needed in order to access the CDT-E3 Web interface.

If you are not using IP addressing in your network envivonment, i.e. if you
% are using the CDT-E3 in Windows (SMB over NetBEUI) or NetWare
A (pure IPX), you do not need to set the 1P address. You can then proceed
directly to Chapter 4: Accessing the Discs, o7 to the description of the
NetWare NDS installation Installation as an NDS Server ¢z Chapter 3.

Before you begin, make sure the CDT-E3 is powered up and attached to the
network. In addition, please note the following:

*  Unless you are using DHCP, you must acquire an unused IP address from
the Network Administrator.

*  You will require 700t privileges on your UNIX system and administrator
privileges on the Windows NT servers.

* Depending on the method you are using, you will need to know the
Ethernet address of your CDT-E3. The Ethernet address is located at the
rear of the tower on a seperate label.

Caution! Do not use the defounlt or example IP address when installing
if m; your CDT-E3. Always consult the Network Administrator before assigning
an IP address.

14




Methods for Setting the IP Address

The table below lists the methods you may use to set your IP address based on

Installation

your network operating environment. Download the IP address to your CDT-E3
using the method appropriate for your system.

i

Method Network Environments See...
ARP Windows 95/98 and NT, NetWare page 18
DHCP Windows NT, UNIX page 19
BOOTP UNIX page 20
RARP UNIX page 21

\W23 The ARP and RARP methods operate on single network scgments only, i.c.
3 they cannot be used over routers.

15
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ARP in Windows 95/98 and Windows NT

Perform the following commands to download the IP address and verify correct
Internet communication in Windows 95 /98 and Windows NT:

Start a DOS window and type the following command:

Syntax Windows 95:

arp -s <IP address> < Ethernet addvess> <w95host IP address>, where <my PC IP
address> is the IP address of your Windows 95 PC.

ping <IP address>

Example Windows 95:

arp -5 192.36.253.80 00-40-8¢-10-00-86 171.36.6.40

ping 192.36.253.80

Syntax Windows 98 and Windows NT:

arp -s <IP address> < Ethernet address>

ping <IP address>

Example Windows 98 and Windows NT:

arp -5 192.36.253.80 00-40-8¢-10-00-86

ping 192.36.253.80

The host will return Reply from 192.36.253.80.. . . or a similar
message. This indicates that the address has been set and the communication is
established.
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Once the CDT-E3 has established communication using an appropriate IP
address, the arp command cannot be used to change the address. This is to avoid
accidental or unauthorized changes. However, if you restart the CDT-E3 , you
can change the IP address within one hour.

Please note that when you execute the ping command for the first time, you will
experience a significantly longer response time than usual.

If you are using host names, you can map a unique host name to the acquired IP
address. Refer to your system manuals or to the Network Administrator for in-
structions on how to perform the name mapping on your particular system.

17
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ARP in UNIX and OS/2

Follow these steps to download the IP address and verify the communication in
UNIX and OS /2.

1. Type the following command:

arp -s <IP address> <Ethernet address> temp

2. DPing the unit as follows:

ping <IP address>

Example:

arp -5 192.36.253.80 00:40:8¢:10:00:86 temp

ping 192.36.253.80

The host will return 192.36.253.80 s alive , or some similar message to
indicate that the address has been set and the communication is established. Once
the CDT-E3 has established communication using an appropriate IP address, the
arp command cannot be used to change the address. This is to avoid accidental or
unauthorized changes. However, if you restart the CDT-E3 , you can change the
IP address within one hour.

Please note that when you execute the ping command for the first time, you may
experience a significantly longer response time than is usual.

If you are using host names, you can map a unique host name to the acquired IP
address. Refer to your system manuals or to the Network Administrator for in-
structions on how to perform the name mapping on your particular system.

The arp -s command may vary from system to system. Some BSD-type systems
expect the IP address and Ethernet address in reverse order, whereas IBM AIX
systems require the additional argument ether. For example:

arp -s ether <IP address> 00:40:8¢c:10:00:86 temp
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DHCP in Windows NT
Follow these steps to use the DHCP method:

1. Edit or create a scope in the DHCP manager of the DHCP daemon. For
Windows NT servers, refer to the Windows NT Resource Kit” for instruc-
tions about how to do this.

The entries made in this scope typically include the following parameters:

* Range of IP addresses

e Subnet mask

e Default router IP address

e [Lecase duration

e Mail server IP address

e  DNSserver IP address

e  WINS server IP address(es)
¢ Domain name

e NTP server IP address
2. Activate the scope.

DHCTP is enabled by default. The IP address and all the other settings will be
downloaded automatically.

To benefit fully from DHCP, it is recommended that you use the WINS
% name resolution protocol available in Windows NT. If you intend to use

/ WINS, at least one WINS server IP address must be included in the scope.
= Once the IP address is received, the CDT-E3 will register its host name

and IP address on the WINS server.
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BOOTP in UNIX
Follow these steps to use BOOTP in UNIX.

1.

Append the following entry to your boot table (typically /etc/
bootptab):

<host name>: ht=<hardware type> :vm=<vendor magic>\
‘ha=<hardware address> IP=<IP address>\
ssm=subnet mask> gw=<gatewany field>

where:

ht = ether for Ethenet

vm = rfc1048

ha = The ethernet or node address of CDT-E3
ip = The IP address of the CDT-E3

sm = The subnet mask

gw = The default router address

Example:

cdserv:bt=ether : vm=rfc1048\
$ha=00408c110086:ip=192.36.253.80\
sm=255.255.255.0pw=192.36.253.254

Make sure a unique host name is mapped to the acquired IP address. Refer
to your system manuals or to the Network Administrator for instructions
on how to perform the name mapping on your particular system.

Start the BOOTP daemon (if not already running), typically by the
command: bootpd -a

Restart the CDT-E3 to download the IP address, default router address
and subnet mask.
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RARP in UNIX
Follow these steps to use the RARP method in UNIX.

1. Append the following line to your Ethernet address table. This is typically
performed using the command /etc/ethers:

<Ethernet address> <IP address>

Example:

00:40:8¢:10:00:86 192.36.253.80

2. Ifyou are using host names, you can map a unique host name to the
acquired IP address. Refer to your system manuals or to the Network
Administrator for instructions on how to perform the name mapping on
your particular system.

3. Ifitis not already running, start the RARP daemon. This is typically done
using the command rarpd -a.

4. Restart the CDT-E3 to download the IP address.
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Basic System Settings
The CDT-E3 can be configured using one of these tools:

*  Web Browser - The CDT-E3 Web interface, which is the preferred
administration tool. Requires the IP address to be set. See description
below.

e Text Editor - The CDT-E3 text files. Refer to Text Editor in Chapter 3.
Accessing the CDT-E3 Web Pages
The CDT-E3 Web interface is divided into two parts:

* The File View page for browsing and accessing files and folders on the
networked discs. This page is available to all users.

* The Administration pages for specifying configuration parameters and
access rights. These pages are intended for the Administrator only.

You access the CDT-E3 from a standard Web browser:

* Netscape Navigator version 3.0 or higher

* Internet Explorer version 3.0 or higher
To access the Web pages, follow these steps.

1. Start the Web browser.

2. Enter the name or IP address of your CDT-E3 in the location /address
field:

bttp://<IP address>
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The CDT-E3 Home Page is displayed.
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From this page, users can display and access the discs inserted in the connected
drives according to the access permissions set up by the Administrator.

3. Click admin to access the Administration pages. You will be prompted to
supply the Server password the first time during a session. Any user id can
be used. The default password is pass, while the default Admin is admin.
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4. The This Server page appears:
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From this page you can edit the system settings and display information about
the connected drives. You can also view the current configuration settings,
shutdown the server, restart the server and restore the factory default settings.

The icons displayed to the left represent all the units connected to the SCSI bus
listed by SCSI ID. To display information on a particular device, simply click the
corresponding icon:

~
- Server

CD/DVD/Changer-ROM Drive
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Main Menu

From the main menu, you can access the Administration pages:

E

y

(¥

E

y

(¥

This Server - System settings and drive information.

Discs & Drives - Managing the drives and the inserted discs. Setting up
access rights.

Network Settings - Specifying settings for the network protocols used.

Event Log - Viewing the event log that contains occurrences in the
CDT-E3.

Statistics - Displaying statistics on the CDT-E3.

Support - Trouble shooting, server report, software version, CDT-E3
online services, contact information, etc.

Help Contents - Displaying general help information.

External Link - Optional link to a Web site on the Internet or your
company’s intranet.

You can prevent users from accessing the volumes via the Web interface by
disabling the Enable access to volumes via Web browser (HTTP)
parameter on the Network Settings - Web (HTTP) page.

Context sensitive online help is available from all the CDT-E3 Web
pagres. To access belp for a specific page, click Help .
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Server Password

To protect the system files, it is important that you set the Server password. The
Server password is used in basically all protocols, i.e. HTTP, NetWare (NCP),
Windows (SMB), SNMP and FTP. For example, a user will be prompted for the
Server password when trying to access the Administration Web pages for the first
time during a session.

To set the Server password, follow these steps:

1. On the This Server page, click Settings to open the Server Settings
dialog box.

Open the General page.
Specify and confirm the Server password.

Click Save and then Close.

Note: The new password will not take effect unless it is saved.

7
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Date and Time

1. On the This Server page, click Settings to open the Server Settings
dialog box.

2. Open the Date/Time page.
3. Specity the time zone in which the CDT-E3 operates.

4. To set the time using a time synchronization source, choose Automati-
cally and specity the time source:

Network Time Protocol (NTP) - for TCP /IP networks
Novell Directory Services (NDS) - for NetWare

NTP is not natively supported by Windows NT servers. You will need thivd
party software.

¥

To set the time manually, choose Manually and specify the date in
yy-mm-dd format, and time in hh:mm:ss format using the 24 hour clock.

5. Click Save and then Close.
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TCP/IP

The installation wizard is a convenient way to specify the Internet-related settings
for your CDT-E3.

1. Click Network Settings.

2. Click Wizard & I . The Network Settings Wizard dialog appears.
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Choose TCP /IP. Click Start to proceed with the installation.
Follow the instructions on the screen. When finished, click Close.

Click Detailed View @ . The Protocols dialog box appears.

Open the TCP /IP page and verify the settings.

Click OK.

Context sensitive online help | is available for all parameters.

The parameter list is described in detail in Appendix A - Parameter List.
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This chapter outlines the required configuration settings for running the CDT-E3
in:

*  Microsoft and IBM (SMB) Network Environments
* Novell NetWare Environment

e UNIX (NFES) Environment

In addition, this section also describes the procedure for configuring the CDT-E3
for use via its Web interface.
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Microsoft and IBM Networks (SMB)

This section outlines the required configuration settings for running the CDT-E3
in the Microsoft and IBM (SMB) network environment, i.e. Windows 95 /98,
Windows NT , Windows for Workgroups or OS /2. It also describes how to set up
access restrictions.

SMB (Server Message Blocks) is a protocol that make use of NetBIOS. NetBIOS
can be transported over several different network protocols. The CDT-E3 supports
the following transport methods:

*  SMB over NetBIOS /NetBEUI - max 200 users

*  SMB over NetBIOS /TCP/IP (NBT) - max 300 users

Both protocols are enabled by default. However, you can disable the protocols by
setting the appropriate configuration parameters.
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Network Settings

You do not need to specity any specific settings before you can use the CDT-E3 in
the Windows (SMB) environment. However, you might want to change some of
the default settings, e.g. the SMB server name. You can use the Administration
Web pages to configure the CDT-E3 assuming the IP is already configured.

SMB Server Name

The default SMB server name is Procom<nnnnnn>, where <nnnnnn> are the last
six digits of the CDT-E3 Ethernet address. This is the name that will be presented
to the Windows clients on the network. You can change that name by editing the
SMB Server Name parameter. It can be useful to choose a more descriptive
name, e.g. in order to indicate where the unit is located.
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Wizard

The installation wizard is a convenient way to set up your CDT-E3 for your
Windows (SMB) environment.

1. Start your Web browser, and enter the name or IP address of the CDT-E3
in the location /address field.

2. Click Administration. You will be prompted for the Server password. By
default, this is set to pass.

3. Click Network Settings.

4. Click Wizard & | . The Network Settings Wizard dialog box
appears.

izard - Microsoft Internet Explorer

Network Settings Wizard

YWhich protocal do you want to configure?

C TCP/P
 Web (HTTR)

& Windows (SMB)
0 MNetWWare (MCF)

The wizard will guide you through the setup procedures for one
protocol at a time. After completing one protocol, you will return
to this page where you can optionally proceed with anather
protocal.

Use the Detailed View to enable or disable a protocal.

Close | Start > |
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Choose Windows (SMB). Click Start to proceed with the installation.
Follow the instructions on the screen. When finished, click Close.
Click Detailed View %J . The Protocols dialog box appears.
Open the Windows (SMB) page and verify the settings.

Click OK.
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Access Control

Access control is used for restricting access to the shared resources. In the Win-
dows (SMB) environment, you can select whether you want to use share-level or
user-level access control.

Share-level access control will prompt the users to supply a password
before they can access the shared resource.

User-level access control will grant specific users access to specific re-
sources. This method integrates the CDT-E3 with Windows NT or OS /2
domains, reading access rights from domain control servers on the net-
work.

Setting the Security Mode

Follow these steps:

1.

Start your Web browser, and enter the name or IP address of the CDT-E3
in the location /address field.

Click Administration. You will be prompted for the Server password. By
default, this is set to pass.

Click Network Settings.

Click Detailed View _f&,, .

S—

Open the Windows (SMB) page.

Select the security mode to be used; either share-level or user-level. For
user-level, you must specify the name of the authentication domain to
which the domain controller belongs. Otherwise, no access will be
granted.

Click OK.
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Share-level

Share-level access control allows you to assign passwords to each shared resources
on the CDT-E3. The user will automatically be prompted for the password when
trying to access the shared resource. The user will then be granted access to the
volume and all its subfolders.

By default, all users will have access to all the discs. The system files are protected
by the Server password.

Discs & Drives

1.

Start your Web browser, and enter the name or IP address of the CDT-E3
in the location /address field.

Click admin. You will be prompted for the Server password. By default,
this is set to pass.

Note: By now you should have already changed the Admin password.
Click Discs & Drives.

To protect all the discs:

¢ Locate the Volumes folder in the file tree.

To protect one or several shared resources:

* Locate the resource you want to protect in the file tree.

Click Access Rights _dzgnl .

35



CD Tower Ethernet 3 User’s Guide
Y

6. Open the Windows Sharing page.
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7. Specify the sharing options.

8. Click OK.

User-level

User-level access control means that specific users and groups can be granted
access to each shared resource on the CDT-E3. The CDT-E3 validates all users,
except the local administrator, against a domain controller. On successful login,
the user will be authenticated to use the shared resources on the CDT-E3 accord-
ing to the permissions specified.

The system files are protected by default. All users that belong to the administrator
groups in the domain have administrator rights on the CDT-E3. All members of
the domain have full access to all the discs.
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Discs & Drives

1. Start your Web browser, and enter the name or IP address of the CDT-E3
in the location /address field.

2. Click admin. You will be prompted for the Server password. By default,
this is set to pass.

3. Click Discs & Drives.

4. To make all the discs available to some users only:

¢ Locate the Volumes folder in the file tree.

To protect one or several resources but grant all users access to most
other resources:

*  Locate the resource you want to protect in the file tree.
5. Click Access Rights ﬁl )

6. Open the Windows Sharing page.
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7. Add permissions for the users and groups you want to grant access.

All users must belong to the same domain. All groups must be global, not
local.

y

S

Files and subfolders created within this folder will automatically inherit the
same access rights. The access rights are additive which means that the
user’s access rights ave the summary of the rights granted from individual
assignments and group memberships.

y

S

8. Click OK.
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NetWare (NCP)

This section outlines the required configuration settings for running the CDT-E3
in the Novell NetWare environment and how to set up access restrictions.

Network Settings

The CDT-E3 emulates both a NetWare 3.x bindery server and a 4.x NDS server.
It also supports NetWare /IP. In NetWare 5 environments, the CDT-E3 can be
integrated as any other 4.10 server accessed via IPX or NetWare /IP.

If your network supports TCP /IP, you can use the Administration Web pages to
configure the CDT-E3.

NetWare Server Name

The default NetWare server name is Procom <nnnnnn>_NW, where <nnnnnn>
are the last six digits of the CDT-E3 Ethernet address. This is the name that will
be presented to the NetWare clients on the network. You can change that name by
editing the NetWare Server Name parameter. It can be useful to choose a more
descriptive name, e.g. in order to indicate where the unit is located.

Installation as a Bindery Server

If used as a bindery server, no specific installation is required prior to using and
accessing the CDT-E3. However, it is reccommended that you specify the authenti-
cation server.
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Installation as an NDS Server

Ifused as an NDS server, the CDT-E3 must first be installed in the NDS tree. The
most convenient way to do this is using the installation wizard available from the
CDT-E3 Web interface, see Wizard on page 40.

However, if you do not have TCP /IP, you must use a text editor and edit the
configuration file manually. Refer to Text Editor on page 41.

Requirements

When installing the first CDT-E3 into the NDS tree, it is reccommended that you
use an account with Supervisor rights to the [Root] of the tree. This means that
the user specified in the NDS Admin Name parameter must have Supervisor
access rights.

The CDT-E3 will extend the NDS Schema with a new attribute which will be
added to the NDS Server object class. The extension is needed for storing configu-
ration data. The CDT-E3 also becomes easier to administrate and more fault
tolerant to changes in your NDS tree.

The new attribute will not affect the operation of your NetWare servers. The
schema extension has been approved by Novell as part of the YES certification of
this product.

Adding the schema extension requires Supervisor rights to the [ Root] object of
the NDS directory tree. If you do not have Supervisor rights to [ Root] or if
schema extensions are not allowed in your NDS tree, you can store the access
rights in a file on a Novell file server. However, you must specify the NDS Rights
Storage and NDS Rights File parameters properly. You will need Admin rights to
the Organizational Unit (OU). After the NDS installation, you must create and
assign access rights to the directory on the Novell file server where the file is
stored.

For subsequent installations, Create rights to the context where you want to install
the CDT-E3 will be sufficient.

Synchronizing the NDS Tree

Before installing the CDT-E3 in the NDS tree you need to verify that the NDS
tree is synchronized. To do that, load DSREPAIR on the server in the NDS tree
and select Unattended full repair. If the NDS tree is not synchronized, do not
continue the installation until you have solved the problem.
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Wizard

The installation wizard is a convenient way to install your CDT-E3 in the
NetWare environment.

1. Verity that the NDS tree is synchronized.

2. Start your Web browser, and enter the name or IP address of the CDT-E3
in the location /address field.

3. Click admin. You will be prompted for the Server password. By default,
this is set to Pass.

4. Click Network Settings.

5. Click Wizard . The Network Settings Wizard dialog appears.

—

Wizard - Microsoft Internet Explorer

Network Settings Wizard

YWhich protocal do you want to configure?

C TCRAP

C Weh (HTTP)
[ Windows (SME)
& NatwWars (NCP)

The wizard will guide you through the setup procedures for one
pratocol at a time. After completing one protocal, you will returm
to this page where you can optionally proceed with anather
pratocol.

Uze the Detailed “iew to enable or disable a protocal.

Close | Start » |
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6. Choose NetWare (NCP) to set up the CDT-E3 for your NetWare clients.
Click Start to proceed with the installation.

7. Follow the instructions on the screen. When finished, click Close.
8. Click Detailed View ‘%, . The Protocols dialog box appears.

9. Open the NetWare (NCP) page and verify the settings.

10. Click OK.
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Text Editor

Ifyou do not have TCP /IP on your network, follow these steps to install the
CDT-E3 as an NDS server:

1. Verity that the NDS tree is synchronized.

2. Use astandard text editor such as Notepad to edit the configuration
parameters. From Windows Explorer or File Manager, locate the CDT-E3
configuration file, config.ini which is located in the System /
ServerProperties folder.
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3. Enter the appropriate settings for these parameters

Parameter Name [ Value |Description
[Server]
) Must be set to the same time zone in which the CD-
TimeZone = . .
E34 is operating.
TimeSvncSource = NDs | Setto NDS to enable the CDT-E3 to get its time from
y B the NetWare network. Default is NDS.
[NetWare]
NDSEnable =yes | Must be set to yes to enable the NDS login.
The name of the tree where you want to install the
NDSTreeName = | CDT-E3, e.g., MEDCORP.
The distinguished name of the context in the NDS tree
NDSServerContext = where you want to install the CDT-E3, e.g,
Manufacturing.Medtec.
The distinguished name of a user or administrator with
NDSAdminName = Supervisor or Create rights to the context where you
want to install the CDT-E3, e.g. Admin.Medtec.
The password of the administrator entered in the
NDSAdminPassword = NDSAdminName shown above. Once written, this
password will appear as *****,
Change this to Install when you are ready to install
NDSInstall = the CDT-E3 CD. Forced will overwrite the existing
server object without warning.
Set to NDS to store the access rights in the NDS tree.
Set to File to store the access rights in a file on the
NDSRightsStorage = NDS [ Novell server. This is necessary if you do not allow
schema extension in your NDS tree or it you do not
have Supervisor access rights.
If storing the access rights in a file on the Novell file
server, specify the whole path to the file, e.g.
CORPSERVERISYS:CDSERVERICDSRX.DAT
NDSRightsFile = The specified directory must exist and the CDT-E3 CD
must have Read, Write, Create, Erase, Modify and File
scan rights. The CDT-E3 CD will create the file once
you start adding trustees.
Default is SAP for the network agreed time.
TimeSyncSources = SAP [ Alternatively, enter the server names to be contacted

for time synchronization.
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Example (NDS settings):

4.

6.

The CDT-E3 CD is placed in the Eastern United States. The name of
your NDS tree is ACMECORP, the name of the context where you wish
to install the CDT-E3 is Corp.Acme, and the administrator’s name is
Admin.Acme. Specify these parameters:

[Server]

TimeZone = | US_CAN_EASTERN

TimeSyncSource = | NDS

[NetWare]

NDSEnable = |yes
NDSTreeName = | ACMECORP
NDSServerContext = | Corp.Acme
NDSAdminName = | Admin.Acme
NDSAdminPassword = | secret
NDSInstall = |install
NDSRightsStorage = | NDS
TimeSyncSources = | SAP

Save the config.ini file to start the NDS server installation. The installation
takes about 15 seconds, after which users will be able to access the CDT-
E3 in NDS mode.

Check the logfile.txt file to verify that the CDT-E3 was successfully
installed. See Installation Evrors in NetWare NDS on page 46.

After the installation you must logoff and then login again to have all the
necessary rights on the CDT-E3 server object and the associated volume.
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Using the NWAdmin, you will find a new server object and corresponding volume
object in the context you chose above.
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HE vlal=z =l wE B ees alE =

@ HWLAB [HWLAE] [_[O]
& HWLAB -

&2 tester [
- Il ANGKOR

- &l ENDOR

"8 ethan

- ™2 hardwarelab

- Il DATA2-NCP

~ B DATAZ-NCP_CWDCD

— [E DATA2-NCP_INSTALL

— [E DATA2-NCP_NTDDKA40A

— B DATAZ-NCP_NWA410DOC_A
- B DATAZ-NCP_NWA11DOC

- E DATAZ-NCP_NWA10DOC_A
4] |

12 NetWare Administrator | NE'E 4:36 P
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Distinguished Names

Names in the Directory tree have two name types: typeful or typeless. A typeful
name includes the name types (OU, O, etc.) when identifying the distinguished
name of the object. A typeless name excludes the name types. You can use either
syntax when specifying the parameters.

Example 1 (NDSServerContext parameter syntax):
Typeful distinguished name: OU=Corp.O=Acme
Typeless distinguished name: Corp.Acme

Example 2 (NDSAdminName parameter syntax):
Typetul distinguished name: CN=Admin.O=Acme
Typeless distinguished name: Admin.Acme

Tree Name = ACMECORP

o> [Root
Organization
@ O = Acme
Organizational Unit
Organizational Unit OUg= Sales

OU = Sales. O = Acme 0O = Acme

Objects in an NDS Directory Tree

:\;3 You can display Details in NWAdwmin to verify the syntax of the
5 NDSServerContext and NDSAdmin Name parameters.

A
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Deleting the Server Object

If using the partition manager within NWAdmin to delete the server object from
your NDS tree, you must turn off the CDT-E3 and keep it turned oft for 5
minutes before deleting the object. If you do not turn oft the server before at-
tempting to delete the server object, your client workstation will hang and you
will have to reboot your PC. However, when using NDS manager this is not
needed.

Installation Errors in NetWare NDS

If you experience problems when installing your CDT-E3 in a NetWare NDS
network, errors that occur will be written to a file named logfile.txt located in the
System/ServerProperties folder. You can display the log file on the Event Log
page within the CDT-E3 Web interface. For a summary of error messages, see the
table on the next page.
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Error

Description

Installation failed: NDS tree not
found

The server could not find the NDS tree. Verify the spelling.

Installation failed:
Administrator object missing

The server could not find the user object specified in the
NDSAdminName parameter. Verify that you ise the
correcet format, e.g. admin.acme. Verify the spelling.

Installation failed:
Administator password is
incorrect.

The password supplied in the NDSAdminPassword
password could not be used to login as the user in the
NDSAdminName parameter. Verify the spelling.

Installation failed:
Server context not found.

The context specified in the NDSServerContext
parameter was not found. Verify the spelling.

Installation failed:
Insufficient rights to create
server object.

The specified user in the NDSAdminName paramete does
not have sufficient rights to create the server object in the
specified context.

Installation failed:
NDS Server object already
exists.

You have tried to install the server on top of an existing
server object. Set the NDSInstall parameter to forced to
overwrite the existing object.

Installation warning:

Could not extend NDS Schema.
User xxxxx doesn’t have
SUPERVISOR rights to the
[Root] object.

The administrator who is trying to install the server has
insufficient rights for adding schema extension. Specify a
NDSAdminName with Supervisor rights to the [Root]
object.

Installation warning: Could not
extend NDS Schema (class 1)

Installation warning: Could not
extend NDS Schema (class 2)

Installation warning: Could not
extend NDS Schema (attribute)

These errors are the result of insufficient rights of the
administrator trying to install the server. Specify a
NDSAdminName with Supervisor rights to the [Root]
object.
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Access Control

The way you manage security in NetWare depends on the mode you are using:

* Bindery mode without user authentication
* Bindery mode with user authentication

*  NDS mode
The CDT-E3 acts as a normal NetWare file server, which means that you use
standard procedures such as NWAdmin, SYSCON and Filer for handling security.

D \1 You cannot set up access vestvictions for the NetWare environment via the
Q CDT-E3 Web interface.
=

NetWare Bindery without Authentication

If user authentication is not required, you do not have to specify an authentication
server. The Supervisor can login using the Server password. Other users can login
without password and will be considered to belong to the EVERYONE group.

No NetWare server licenses are required since the CDT-E3 does not log on to the
file server.

If needed, you can use your standard NetWare administration tool — e.g. Filer — to
limit access to the CDT-E3 system files to the Supervisor. Unauthorized users will
still have guest access to the volumes. This is normally sufficient security for a
CDT-E3.
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NetWare Bindery with Authentication

If user access control is required, you must specify an authentication server in the
Bind Authentication parameter. The CDT-E3 will need to log on to the authen-
tication server in order to authenticate the user and read which groups the user
belongs to. In this case, the authentication server must have a standby license for
the CDT-E3. However, several CDT-E3s can share this license.

Important! If “Station Restrictions” arve used on the Novell server used for
% authentication, each user who wants to access the CDT-E3 needs at least

A two concurvent connections to the authentication server.

If a license is not available, the user will still be authenticated, but group informa-
tion cannot be read.

The authenticated users can access the discs according to the access rights set up
by the Administrator.

The authentication procedure will not introduce any extra administrator overhead
as there is no need for maintaining a separate user database for the CDT-E3. If the
user is defined in the file server that the CDT-E3 uses for authentication, the user
will automatically have access to the CDT-E3.

Authentication to a NetWare 3.x Server

For access to a CDT-E3 connected to a NetWare 3.x server, authentication is done
against the user list in the bindery of the NetWare server:

» Ifauserison the list, the password will be verified. If the password is
correct, the user will be granted access.

» Ifthe password is incorrect, login will fail.

Ifa user is not on the list, he will not be granted access to the CDT-E3 . However,
he could login as ‘guest’ and get access to volumes that are not protected.
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Default Access Rights

The default access rights in NetWare bindery mode are set up by the following
trustee assignments:

*  The root of the SYS volume has [EVERYONE] as trustee, with File Scan,
Read, Write, Create, Modify and Erase rights.

* The System folder has all rights, except Supervisor, filtered. Thus all system
files are eftectively protected from normal users.

3 \, You can use Filer to change the defanlt access rights.
~/
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T
Setting Security Rights in NetWare Bindery
The security rights can be set using standard procedures, e.g. Filer.

To make all of the discs inserted into the CDT-E3 available to some users only,
follow these steps:

1. Login as Supervisor on the CDT-E3. In order for Filer to access the CDT-
E3, the client must have an active connection.

2. Login as Supervisor on your NetWare Bindery file server and start Filer.
3. Change the current directory to Procom<nnnnnn>_NW /SYS:.
4. Remove the [ EVERYONE] trustee from the root.
5. Add anew trustee assignment to the root.
To restrict access to a particular disc, follow these steps:

1. Login as Supervisor on the CDT-E3. In order for Filer to access the CDT-
E3, the client must have an active connection.

2. Login as Supervisor on your NetWare Bindery file server and start Filer.
3. Change the current directory to Procom<nnnnnn>_NW /SYS:.

4. Setaninherited rights filter and filter ALL rights on the resource you want
to protect.

5. Add the new trustee assignment to the resource. This makes it available
only to the users in the trustee list.

The NetWare bindery access rights for the CDT-E3 can be set using Group
%I "4 and User Obyjects as with any other file server. You can always access the

|

CDT-E3 using the user name Supervisor and the password specified by the
Sevver Password parameter. By default the password is pass.

=

=
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Access Restrictions in NetWare NDS

In NetWare, access rights for users in bindery mode is separate from users accessing
the CDT-E3 in NDS mode. For this reason, we recommend that you disable
bindery mode after you have successfully installed the CDT-E3 in NDS and thus
allow users to log on in NDS mode only.

=) bindery mode by logying in as Supervisor. This is true even if you have
A disabled bindery mode.

Default Access Rights

The default access rights protect all the system files, which means that only users
with Supervisor privileges on the CDT-E3 have access to those files. However, all
users logged into NDS can access the discs. These access rights are set up by the
following trustee assignments:

g If NDS mode is not functioning, you can always access the CDT-E3 in
3

* The Supervisor right from the NDS tree is inherited to all the volumes on
the CDT-E3. All users who have Supervisor privileges in the context in

which the CDT-E3 was installed will also have Supervisor privileges on
the CDT-E3.

e The root of the SYS volume has [ Public] as trustee, with File Scan, Read,
Write, Create, Modify and Erase rights.

* The System folder has all rights, except Supervisor, filtered. Thus all
system files are effectively protected from normal users.

If the defanlt security is satisfactory to your system, do not change anything.

% If required, you may change the defaunlt trustee assignments using
~A NWAdmin.
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Setting Security Rights in NetWare NDS

Because the CDT-E3 acts as a normal NDS file server, its NDS security rights can
be set using standard procedures, e¢.g. NWAdmin.

To make all of the discs inserted into the CDT-E3 available to some users only,
follow these steps:

* Login as Admin, and start the NWAdmin.
¢ Remove the [Public] trustee from the root of the SYS volume.

* Add the new trustee assignments to the root of the SYS volume.
To restrict access to a particular disc, follow these steps:

* Login as Admin, and start the NWAdmin.

* Setan inherited rights filter and filter ALL rights on the resource you want
to protect.

* Add the new trustee assignments to the resource. This makes it available
only to the users in the trustee list.

The NetWare NDS access rights for the CDT-E3 can be set using Security Equiva-
lence, Group, Container, Organization role, and User Objects as with any other
NDS file server. There is no difference between how you use NWAdmin to set
these access rights for a CDT-E3, and how you would set the access rights on an
NDS file server.
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UNIX (NFS)

This section outlines the required configuration settings for running the CDT-E3
in the UNIX (NES) environment and how to set up access restrictions.

—

) A Make sure you have set the Internet address as described in Assigning an 1P
A Address on page 14.

Network Settings

Use the Administration pages within the CDT-E3 Web interface to configure the
CDT-E3.

1. Start your Web browser, and enter the name or IP address of the CDT-E3
in the location /address field.

2. Clickadmin. You will be prompted for the Server password. By default,
this is set to pass.

3. Click Network Settings.

Click Detailed View /. The Protocols dialog box appears.

—

5. Open the UNIX (NFS) page and specify the settings.

-

6. Click OK.
%’1 Context sensitive online help | is available for all parameters. The

—

_l parameter list is described in detail in Appendix A - Parameter List.

T~
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Access Control

To grant access to the CDT-E3 resources in the UNIX (NES) environment, you
add clients with specific host names or IP addresses to the NES export list. You

can also specify a range of IP addresses.

Discs & Drives
1. Click Discs & Drives.

2. To make all of the discs available to some users only:

¢ Locate the Volumes folder in the file tree.

To protect one or several resources, but grant access to the other re-

SOurces:

* Locate the resource you want to protect in the file tree.

3. Click Access Rights.

4. Open the UNIX Security page.

Ugs 1ha @ccass rights and properies of iha: & Disc € Driva

5 rearad | kil Blexia ity | Winckrwes Shiarine | UMBE Secernity | Mac Bhaiing

B cdl_nine 00

Sedup fof MFE asport |k

D e i i [volne mom

I Hesl Marie: |

F P Ak |IB_"IE-'EE11
Mt Pl icak I:"EE:E-EI]I]

Add |r
Pemose |

=3

Cancal |
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5. You may fill in a description of the shared resource in the Description
field. This text will appear in the directory listing on the NES clients. If
left blank, the list of clients that are allowed to mount the exported
resource will appear instead.

6. Choose whether you want to add a host name or an IP address.
When specifying a host name, you can use these wildcards:

*  which represents any number of character except dots (. . .).

A single * represents any host name.

which represents one character.

N——)

?
22 You may specify an IP address/subnet mask par in order to export the
5 A directory to an IP subnetwork.

7. Click Add to add the new entry to the NES export list.

8. Click OK.
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WebBrowser (HTTP)
This section describes how to configure the CDT-E3 for use via its Web interface.
The CDT-E3 supports HTTP over TCP /IP, which means that it works as a Web
server available on the Internet and intranets.

Network Settings
You use the Administration Web pages to configure the CDT-E3.
Wizard
The installation wizard is a convenient way to set up your CDT-E3 for your
network environments.

1. Click Network Settings.

2. Click Wizard i . The Wizard Network Settings dialog appears

Wizard - Microsoft Internet Explorer

MNetwork Settings Wizard

Which protocol do you want to configure?

f__C___TCPJfIP

Web (HTTF)

O Wyindows (SME)
' Netvare (MCP)

The wizard will guide you through the setup procedures for one
protocol at a time. After completing one protocol, you will return
to this page where you can optionally proceed with another
protocol.

Usze the Detailed “iew to enable or disable a protocol.

Close | Start » |
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Choose Web (HTTP). Click Start to proceed with the installation.
Follow the instructions on the screen. When finished, click Close.
Click Detailed View 2| . The Protocols dialog box appears.

Open the Web (HTTP) page and verity the settings.

Click OK.

2
Context sensitive online help is available for all parameters. The
parameter list is described in detail in Appendix A - Parameter List.

L.W./%.\‘ SN
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External Link

You can add a customized link on the Home Page. For example, you might want
to provide a link to a page on your company’s intranet with guidelines on how to
access the discs on the CDT-E3.

Follow these steps:
1. Click Network Settings.

2. Click Detailed View g/ .

S——

3. Open the Web (HTTP) page.

* Inthe URL to Page field, specify the full path to the page, e.g. http:/
/Www.company.com.

* In the URL to Image field, optionally specify a link to an image to be
used as a button for the customized link. Specify the full path, e.g.
http:/ /www.company.com/images/image.gif, or the path relative
to the URL of'the page, ¢.g. images/image.gif. If you leave the field
blank, a standard button will be used

|.'|H'-I'_]H|:.'n5::ﬁ:5\3$1fhl_:-nu1||_aw|#ﬂ ﬂ
|Links 4 JBsti o Itwish 4 ] Chared Guidke 8 [Tistoanizs Links & |t Empbored Hews @ Jintewnst Sl

Procom TECHNOLOGY, INC.

SCDTower - E3

This Server

0 Pratoim ODTowsed-EX

Doarl e & Tivea: 10E0-11-08 1156
Tifred Dared: T =

Ebﬁrml

External

i Exiwara Warsion: 530

Llnk Hardwara Addnasa: D805 5 0068
button hatwark Spasd: 10 Wips

Wairrary Size Xwh

ECE O 7 -
: I [T [t e
wsat | & 1 % || [2]Pucen COTower£3 . [ itecPrai | || 1nagam
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Access Control

All users will always have access to the CDT-E3 Home Page. However, individual
discs can be protected by password. If required, you can limit Web browser access
to the Administration pages only.

Use the Administration pages within the CDT-E3 Web intertace for access con-
trol. Refer to Accessing the CDT-E3 Web Pages on page 22.

V73 The Server password implies full access to the CDT-E3 regardless of any

% additional passwords set for particular discs.

Discs & Drives

To restrict user access to a particular resource:
1. Click Discs & Drives.
2. Locate the resource you want to protect in the file tree.
3. Click Access Rights ﬂl

4. Open the Web Security page.
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5. Specify how to protect the shared resource when accessed from a Web
browser. By default, access rights are inherited from the parent folder, but
you can optionally specify another password.

6. Click OK.
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Disable User Access

To disable user access from the Web browser and thus limit access to the Adminis-
tration pages only:

1. Click Network Settings.

2. Click Detailed View _E. .

3. Open the Web (HTTP) page.

4. Uncheck the Enable access to volumes via Web browser (HTTDP) field.

5. Click OK.
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Accessin 19
the Discs

This section provides instructions for choosing access points when mapping the
CDT-E3. Aswell, instructions are provided for accessing resources via your
network operating system.
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Accessing the Discs

The CDT-E3 makes your networked CD /DVD-ROM:s available to anyone who
has the appropriate privileges on the network. Users will access the CDT-E3 just

as

any other workstation or file server.

This section explains how to choose access points when mapping the CDT-E3. It
also describes how to access the CDT-E3 resources in the following network
operating systems:

3

v

(¥

Network Environments See...

Windows 95/98 & NT. (SMB, NetWare, NFS) page 68

Windows for Workgroups 3.x (SMB, NetWare, NFS) page 76

Windows NT 3.51 (SMB, NetWare, NFS) page 81
DOS (SMB, NetWare) page 85
UNIX (NFS) page 88
Web Browser (HTTP) page 89
Macintosh (SMB, NFS) page 90

The examples will assume that you have not changed the defanlt server
name. The defanlt server name is Procom<nnnnnn> in the SMB environ-
ment and Procom<nnnnnn>_NW in NetWare, where <nnnnnn> are the
six last digits of the CDT-E3 Ethernet address. If you have changed the
server name, use the new name where the examples refer to the defaunlt
name.

Depending on the access vights set up by the Administrator, you might be
prompted to supply a password or receive a message similar to ACC€SS 1 S
deni ed when trying to access o shaved resource on the CDT-E3. The
defanlt Server password is pass.

e
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Access Points

The CDT-E3 is integrated into your network operating system just like any other
file server and you use the same commands to access it. To be able to access the
discs from within your applications, you need to make them available to your
system, that is to ‘mount’ the CDT-E3. On PC systems, this is typically done by
mapping the CDT-E3 to a drive letter.

The CDT-E3 offers several possibilities to specify access points:

Root Level Access: If the top level of the CDT-E3 directory structure is used
as the access point, the user can access all the files on the CDT-E3. This is

useful for the Administrator, who wants to configure and monitor the CDT-
E3.

Volumes Folder Access: If the Volumes folder is used as the access point, the
user can access all the available discs. On PC systems, this makes it possible to
use one drive letter to access a/l the discs. This is the recommended access for

normal users.

Disc Access: If the folder for a particular disc is used as the access point, the
user can access only the files on that disc. This is useful or even necessary with
software that expects to find its data at root level.
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T
General Disc Settings
To specity the general settings for an inserted disc, follow these steps:

1. Start your Web browser, and enter the name or IP address of the CDT-E3
in the location /address field.

2. Click admin. You will be prompted for the Server password. By default,
this is set to pass.

3. Click Discs & Drives.
4. Locate the desired disc in the file Volumes folder.

5. Click Access Rights —ckE:II . This dialog box appears:

Lk this access ights and propanike ofthe  © Dse T Dike

Camaara | Wohs S ety | Wikredoows: e rin | LRI Becis by | Mise: Bharing

E matgan
Laksal LT
Marra faapin
Duascrglian |
Lacatian Diive 60
Lhier Limi 1]

Fili aysiem:  1S08EE0R Lk Ridpa
Lkl spacee 373 WH

Frem specic 0 WH

Caapuacity prel |

QK Cancal
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6. On the General tab, you can specify the following settings:

* Name - The volume name that will be presented to the clients. If left
blank, the volume label will be used.

* Description - The description that will be displayed in the Details
view of Windows Explorer.

e User Limit - The number of users that will have access to the disc. To
disable this function, enter the value 0 into this field.

7. Click OK.
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Windows 95/98 and Windows NT 4

Microsoft Networking (SMB)

In Windows 95 /98 and Windows NT 4 on an SMB client, follow these steps to
map the CDT-E3:

1. Start the Windows Explorer.
2. Expand the Network Neighborhood icon.
3. Expand the Entire Network icon. By default, the CDT-E3 appears in the

folder that comes first when sorted by name. If the Domain Name is
already set, the CDT-E3 will appear in the specified folder.

EX Exploring - Entire Network
J File  Edt “ew Go Favortes Tool: Help

JAddresle E ntire: Metworl: j J =T = | %
All Folders x| | Mame | Comment |
@ Desktop &Ethan
E- B My Computer ([0 Metwiare Servers
B2y My Documents (L3 Mavell Directary Services

A48 Internet Explorer &,F‘aladise
- 2= Metwork Meighborhood &,W’orkgmup
TR C rtire: bk

Angkor
Drataforcel
# Hulab
hualab
Labas
Procom333057

Smi_cdnet

@ Recycle Bin
-2 Online Services

74 1f you cannot find the CDT-E3 under Entive Network, refer to Alternative

\_! Method on page 70.

e
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4. Double click the entry for your CDT-E3. The default name is
Procom<nnnnnn>, where <nnnnnn> are the six last digits of the CDT-
E3 Ethernet address.

J File Edit “iew Go Favortes  Toole  Help

| Address [} WProcom333057

Hl e o5 8B

All Folders

@ Dezktop

-2 by Computer

45 My Documents

B |nternet Explorer
=25 Metwork Meighborhood

'@ Recycle Bin
|27 Online Services

Mame I Comment |
[Jed_ 1
[ARoot
[ sp3_jaliet
[Avalumes Wolumes

5. To map one of the CDT-E3 resources, locate:

¢ Root for root level access

¢ Volumes for access to all the discs

* The volume name for access to an individual disc, e.g. office 97

6. Right click the resource and select Map Network Drive...

7. Select a drive letter for your CDT-E3.

8. Check Reconnect at logon if you wish to use the resource under the same
drive letter the next time you start your computer.

9. Click OK. The CDT-E3 is ready for use.
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Alternative Method
Ifyou cannot find the CDT-E3, follow these steps:

1.

2.

Start the Windows Explorer from the Start menu.

From the Tools menu, select Map Network Drive...

wapNowokDive K]
pive: [ RG—— - K]
Path: YWProcom 393057 apa_joliet Cancel

[T Reconnect at logon
3. Select a drive letter.
4. In the path box, type \Procom<nnnnnn>\root, where <nnnnnn> are the six
last digits of your CDT-E3 Ethernet address.
5. Check Reconnect at logon if you wish to use the resource under the same
drive letter the next time you start your computer.
6. Click OK. The CDT-E3 is ready for use.
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NetWare (NCP)
NDS Mode

In Windows 95 /98 and Windows N'T on a Novell NetWare client for NDS,
follow these steps to map the CDT-E3:

1. Start the Windows Explorer.

2. Expand the Network Neighborhood icon. The available resources are

displayed:

EX Exploring - Entire Metwork

J File Edt “iew Go Favontes Tools  Help

J Address I @ Entire: Metwork

dl e 0-52 8 B

All Folders

M ame | Conment

@ Desklop

[+-[28 My Computer

‘ﬁ' ty Documents

B |nternet Explorer
Metwark Meighborhood
Entire Metwork:;
Anak.or
Drataforcel

+- B8 Procom333057
Srni_cdret

----- @ Recycle Bin

-{_7] Online Services

é Ethan

[Z Metware Servers
LI Mavel Directory Services

é‘ Paradize

éh\-"orkgroup

3. Expand the Entire Network icon and open the Novell Directory

Servers folder.

73



CD Tower Ethernet 3 User’s Guide

X Exploring - Novell Directory Services

J Fil=  Edit Wiew Go Favoites Toole  Help

J.-’-‘«ddress ICI Mowvell Directory Services j H S o ‘ E%

All Folders » Mame | Comment

@ Desktop - @leab
My Computer

5 My Documents
& Intemet Explorer

5

|
o K&

EI@ Entire Network

g Ethan

B Metware Servers
EBERE o=l Directary Ser

Angh.or

Dataforcel

Hwalab

hwlab i

A I B B

4. Locate your CDT-E3. The default name is Procom<nnnnnn>_NW_SYS,
where <nnnnnn> are the last six digits of the CDT-E3 Ethernet address.
Expand the Volumes folders to display all the discs.
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EX Exploring - Procom393057_nw

J File  Edit “iew Go Favortes Toolz  Help | [ 5

| Addiess [B] 1 Procom393067_nuw Hl e o-m] ¥ @ | X |
All Folders b4 I ame | Comment

@ Desklop = [(Jed 1

-2 My Computer [A5PaJOLET

@ ty Documents [asvys

-4 Intemet Explorer

B Metwork Neighborhood
EI@ Enitire Metwark,

- gy Ethan

-0 Metware Servers
; Angkor
Dataforcel

Procaom_fourports-ncp

0 ed 1
5] SP3_JOLIET
J-00 55

-

08
-]
|

-+

g
y

5. To map a CDT-E3 resource to a drive letter, select:

* Procom<nnnnnn>_NW_SYS for root level access

*  Volumes for access to all the discs

® The volume name for access to an individual disc, e.g. office 97
6. Right click the resource and select Map Network Drive...

7. Select a drive letter for your CDT-E3.

8. Check Reconnect at logon if you wish to use the resource under the same
drive letter the next time you start your computer.

9. Click OK. The CDT-E3 is ready for use.
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Bindery Mode

In Windows 95 /98 and Windows NT on a Novell NetWare client for bindery
mode, follow these steps to map the CDT-E3:

1. Start the Windows Explorer.

2. Expand the Network Neighborhood icon. The available resources are
displayed:

&% Exploring - Novell Directory Services

J Filz Edit “iew Go Favortes Tool:  Help

J.-’-‘«ddress Il:l Movell Directory Services j J = | %
All Folders ¥ | | Mame

@ Desktop - $HWIE‘b
-2 My Computer

-5 My Documents

o4& Internet Explarer

B Metwark Meighborhood
EQ Entire Metwark
- Ethan

- Metuiare Servers
e el Dir
gk Paradise
Whorkgroup
-3 Angkor

| Carmment

echorny Ser

ECrory Je
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3. Expand the Entire Network icon and then open the NetWareServers
folder.

J File Edit “iew Go Favoites Toolz: Help |

J.f-‘«ddress ||:| Metiw/are Servers j J =T = | % ‘ &3] ‘ >< |
All Folders x | | Mame | Comment
@ Deskiop |a] g.ﬁngkm

-2 My Computer gDataforce‘l
ﬁ My Documents Q Procom_fourpartz-hicp

Internet Explorer Q Procom333057_rw
== Metwork Neighborhood Q Smi_ncp
EI@ Entire Mebwork,

I & Ethan

I {:l Mavell DII’E.'Ctl:Ir_I,I Sewlces
Paradize
o Workgroup

4. Double click the entry for your CDT-E3. The default name is

Procom<nnnnnn>_NW, where <nnnnnn> are the six last digits of the
CDT-E3 Ethernet address.

5. In bindery mode, you will be prompted to enter user name and password,
unless you are already logged on.
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6. Once you are logged on to the CDT-E3, expand the SYS and Volumes
folders to display all the discs:

EX Exploring - Procom393057

J File  Edit “iew Go Favoites Tool: Help

| deress [ = v\Procom333057 - 2w ¥
&l Folders x| [ Mame | Comment |
@ Desktop [(Aed 1
- =) My Computer CARoct
‘@ My Documents Ea zp3_joliet

2 Internet Explarer A volumes Yolumes
Metwark, Meighborbood
I Entire Metwork,
Argh.ar

Dataforcel

Smi_cdnet

----- '@ Recyclz Bin
Online Services

NV If the Show All Volumes parameters is st to Yes, the individual discs will
) e shown at the same level as SYS. Some applications will not run properly
=~ unless the data is stoved at root level. To avoid such problems, assign a
drive letter to that particular volume.
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7. Tomap a CDT-E3 resource to a drive letter, locate:
*  SYS forroot level access
*  Volumes for access to all the discs
* The volume name for access to an individual disc, e.g. office 97
8. Right click the resource and select Map Network Drive...
9. Select adrive letter for your CDT-E3.
10. Check Reconnect at logon if you wish to use the resource under the same
drive letter the next time you start your computer.
11. Click OK. The CDT-E3 is ready for use.
NFS for PC

The CDT-E3 can also be accessed using third party NES software for PC comput-
ers. If you run a TCP /IP network, this is an alternative to SMB. Refer to the NFS
software documentation for instructions on how to mount the CDT-E3.

79



CD Tower Ethernet 3 User’s Guide

Windows for Workgroups 3.x

Microsoft Networking (SMB)
In Windows for Workgroups on an SMB client, follow these steps:

1.

N

»

y

S

i

92

Start the File Manager.

From the Disk menu, select Connect Network Drive... Double click
Workgroup.

In the top listing, double-click the entry for your CDT-E3. The default
name is Procom<nnnnnn>, where <nnnnnn> are the last six digits of

the CDT-E3 Ethernet address.

Ifyou cannot find the CDT-E3, enter\\Procom<nnnnnn>\root, in the
Path box and click OK.

From the bottom listing, select one of the CDT-E3 resources:

¢ Root forrootlevel access
e Volumes for access to all the discs

* the volume name for access to an individual disc, e.g. office
Select a drive letter.

Check Reconnect at Startup if you wish to use the resource under the
same drive letter the next time you start your computer.

Click OK. The CDT-E3 is ready for use.
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NetWare (NCP)

NDS Mode

In Windows for Workgroups on a Novell NetWare client for NDS, follow these
steps:

1. Start the File Manager and select Network Connections from the Disk
menu. If you also have Microsoft Network installed, you may have to click
the NetWare... button.

2. Click the NetWare Connections button on the toolbar.
3. Select the entry for your CDT-E3. The default name is

Procom<nnnnnn>_NW, where <nnnnnn> are the last six digits of the
CDT-E3 Ethernet address.

i

Click the Login button.

5. Once you are logged in to the CDT-E3, click the Drive Connections
button on the toolbar. This screen is displayed:

If the Show All Volumes parameter is set to yes, the individual discs are
shown at the same level as SYS. Some applications will not run properly
unless the data is stoved at root level. To avoid such problems, assign a drive
letter to that particular disc.

v

¥

6. Double click Procom<nnnnnn> NW_SYS and then VOLUMES.

N

Select a drive letter in the Drives listing.
8. Inthe Resources listing, select a CDT-E3 resource:

¢  Procom<nnnnnn> NW_SYS for root level access
¢ Volumes for access to all the discs

* the volume name for access to an individual disc, e.g. OFFICE

9. Click Map to map the CDT-E3 to the selected drive letter.
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10 . Click Permanent if you wish to use the resource under the same drive
letter the next time you start you computer.

11. Click the Exit button on the toolbar. The CDT-E3 is ready for use.
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Bindery Mode

In Windows for Workgroups on a Novell NetWare client for bindery mode, follow
these steps:

1. Start the File Manager and select Network Connections from the Disk
menu. If you also have Microsoft Network installed, you may have to click
the NetWare... button.

2. Click NetWare Servers in the Resources listing.

3. Locate the entry for your CDT-E3. The default name is
Procom<nnnnnn>_NW, where <nnnnnn> are the last six digits of the
CDT-E3 Ethernet address. Use drag-and-drop to move the CDT-E3 to
the Connections listing.

4. You will be prompted for user name and password. By default the pass-
word is set to pass.

5. Click Drive Connections. Double click Procom<nnnnnn>_NW\SYS

and then open the VOLUMES folder.

If the Show All Volumes parameter is set to yes, the individual discs are
shown at the same level as SYS. Some applications will not run properly
unless the data is stoved at root level. To avoid such problewms, assign a drive
letter to that particular disc.

v

3

6. Selectadrive letter in the Drives listing.
7. Inthe Resources listing, select a CDT-E3 resource:

* Procom<nnnnnn>_NW\SYS for root level access

¢  VOLUMES for access to all the discs

¢ The volume name for access to an individual disc, e.g. OFFICE
8. Click Map to map the CDT-E3 to the selected drive letter.

9. Click Permanent if you wish to use the resource under the same drive
letter the next time you start you computer.

10. Click the Exit button on the toolbar. The CDT-E3 is ready for use.

83



CD Tower Ethernet 3 User’s Guide
Y

NFS for PC

The CDT-E3 can also be accessed using third party NFS software for PC comput-
ers. If you run a TCP /IP network, this is an alternative to SMB. Refer to the NFS
software documentation for instructions on how to mount the CDT-E3.
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Windows NT 3.51

Microsoft Networking (SMB)
On Windows NT 3.51 on an SMB client, follow these steps:

1.

2.

3.

Start the File Manager.
From the Disk menu, select Connect Network Drive...

In the listing, double click the entry for your new CDT-E3. The default
name is Procom<nnnnnn>, where <nnnnnn> are the six last digits of
the CDT-E3 Ethernet address.

To connect a CDT-E3 resource, select:

¢ Root for root level access
¢ Volumes for access to all the discs

* The volume name for access to an individual disc, e.g. office.
Select a drive letter for your CDT-E3.

Check Reconnect at Logon if you wish to use the resource under the
same drive letter the next time you start your computer.

If you wish to connect using a different user name, enter the name in the
Connect As box. Otherwise, leave the box empty.

Click OK. The CDT-E3 is now ready for use.
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NetWare (NCP)

NDS
On Windows NT 3.51 using a Novell NetWare client for NDS, follow these steps:

1. Start the File Manager.

2. From the Disk menu, select Connect Network Drive...

3. Inthe listing, open the Novell Directory Servers folder.

4. Open the NDS tree and the context in which the CDT-E3 is installed.
The default name is Procom<nnnnnn>_NW_SYS, where <nnnnnn> are
the six last digits of the CDT-E3 Ethernet address.

5. To connect a CDT-E3 resource, select:

e SYS forroot level access
¢ Volumes for access to all the discs

* The volume name for access to an individual disc, e.g. oftice

6. Selectadrive letter for your CDT-E3.

7. Check Reconnect at Logon if you wish to use the resource under the
same drive letter the next time you start your computer.

8. Ifyou wish to connect using a different user name, enter the name in the
Connect As box. Otherwise, leave the box empty.

9. Click OK. The CDT-E3 is now ready for use.
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Bindery Mode
On Windows NT 3.51 on an Novell NetWare client for bindery mode, follow

these steps:

1. Start the File Manager.

2. From the Disk menu, select Connect Network Drive...

3. Inthe listing, open the IntranetWare Servers folder.

4. Double click the entry for your new CDT-E3. The default name is
Procom<nnnnnn>_NW, where <nnnnnn> are the six last digits of the
CDT-E3 Ethernet address.

5. Inthe bindery mode, you will be prompted to enter your user name and
password unless you are already logged in.

6. To connect to a CDT-E3 resource, select:

* SYSforrootlevel
*  Volumes for access to all discs
* The volume name for access to an individual file, e.g. oftice.

7. Select a drive letter for your CDT-E3.

8. Check Reconnect at Logon if you wish to use the resource under the
same drive letter the next time you start your computer.

9. Ifyou wish to connect using a different user name, enter the name in the
Connect As box. Otherwise, leave the box empty.

10. Click OK. The CDT-E3 is now ready for use.
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NFS for PC

The CDT-E3 can also be accessed using third party NES software for PC comput-
ers. If you run a TCP /IP network, this is an alternative to SMB. Refer to the NFS
software documentation for instructions on how to mount the CDT-E3.
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DOS

Microsoft Networks (SMB)

When you are using DOS in the SMB environment, you mount the CDT-E3
using the net use command, provided that the appropriate network support is
installed. Follow these steps:

1. At the DOS prompt, type:

net use <drive letter>: \\Procom<nnnnnn>\<folder>

or

net use <drive letter>: \\<IP address>\<folder>

where <nnnnnn> are the last six digits of your CDT-E3 Ethernet address
and <folder> is the CDT-E3 folder you want to map.

2. To make the connections permanent, edit your autoexec.bat file to
include your net use commands.

Example 1 (Root level access):
To access the root level of your CDT-E3 with Ethernet address
00408C18025C under the drive letter E, type:

net use E: \Procom18025C\root

Example 2 (Volumes folder access):
If your CDT-E3Ethernet address is 00408C18025C, and you want to be
able to access all the discs under the drive letter F, type:

net use F: \\Procom 18025C\volumes
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Example 3 (Disc access):
If your CDT-E3 Ethernet address is 00408C18025C, and you want to
map a disc named 44018881 to drive G, type:

net use G:\\Procom18025C\44018881

If you are using DOS within Windows 95 or Windows NT 4 and you wish
to access files or directory names longer than 8 characters, you will need to
precede these long names with a quotation mark (“). For example to
change the directory call Product Information:

GAPROCOM18025C\VOLUMES\>CD “PRODUCT INFORMATION

Windows NT allows users to employ the * wildcard. For example, a quick
way of changing to the Product Information directory would be:

GAPROCOM18025C\VOLUMES\>CD “PRODUCT™*
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NetWare (NCP)

When you are suing DOS in NetWare, you use the map command to mount the
CDT-E3. Follow these steps:

1. Atthe DOS prompt of a NetWare file server, type:

map root <drive letter>: =Procom<nnnnnn<_NW/<folder>:

where <nnnnnn> are the last six digits of your CDT-E3 Ethernet address and
<folder> is the CDT-E3 folder you want to map.

2. To make connections permanent, edit your autoexe.bat file to include
your map commands.

Example 1 (Root level access):
To access the root level of your CDT-E3 with Ethernet address
00408CCDO00B under drive letter E, type:

map root E:=PROCOMCDO00B_NW/SYS:

Example 2 (Volumes folder access):
To access all the discs of your CDT-E3 with Ethernet address
00408CCDO00B under the drive letter £, type:

map root F:=PROCOMCD000B_NW/SYS:/VOLUMES

Example 3 (disc access):
Ifyour CDT-E3 Ethernet address is 0040CCDO000B and you want to map
a disc named 44018881 to drive G, type:

map root G:=PROCOMCDO0B_NW/SYS:/VOLUMES/44018881

If the Show All Volumes parameter is set to yes, individual discs can be
mapped at SYS level. Some applications will not run properly unless the
data is stored at root level. To avoid such problems, you can map drive G
directly to the volume names 44018881. Type:

map root G:=PROCOMCDO0B_NW/440188881
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