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One of the strengths of the Open Software Foundation’s Distributed
Computing Environment is that it allows developers to consider
authentication, authorization, privacy, and integrity early in the design of a
client/server application. The HP implementation evolves what DCE offers
to make it easier for server developers to use.

� � 	������� ��� �������

�*� 0$!� �,!*� �+"03�.!� �+1* �0%+*�/� �%/0.%�10! � �+),10%*#

�*2%.+*)!*0� ������	�
� /!.2%�!/� �.!� ,.+2% ! � �5� /!.2!.� ,.+9

�!//!/�� �$!5� �.!� ���!//! � +*� �!$�("� +"� 1/!./� �5� �(%!*0� ,.+9

�!//!/� +"0!*� .!/% %*#� +*� ��  %""!.!*0� �+),10!.�� �!.2!./� *!! � �

3�5� 0+� �/�!.0�%*� 3$!0$!.� +.� *+0� 0$!� 1/!.� $�/� �� .%#$0� 0+� +�9

0�%*� 0$!� /!.2%�!� .!-1!/0! �� �+.� !4�),(!�� �� ��*'%*#� /!.2%�!

���!//! � 0$.+1#$� �*� �10+)�0! � 0!((!.� )��$%*!� $�/� 0+� $�2!� �

3�5� 0+� '*+3� 3$!0$!.� 0$!� .!-1!/0!.� %/� �((+3! � 0+� 3%0$ .�3

)+*!5� ".+)� 0$!� ���+1*0�� �� )! %��(� ,�0%!*0� .!�+. � /!.2%�!

$�/� 0+� �!� ��(!� 0+� '*+3� �+0$� 3$+� 5+1� �.!� �* � 3$�0� .%#$0/

5+1� /$+1( � $�2!� 3%0$� .!/,!�0� 0+� �� ,�0%!*0�/� .!�+. �� �� ,+(%�5

��*� �!� %),(!)!*0! � /1�$� 0$�0� +*(5� 0$!� ,�0%!*0� +.� 0$!� (!#�(

#1�. %�*� +"� 0$!� ,�0%!*0� ��*� .!� � 0$!� .!�+. �� �10�  +�0+./� �* 

*1./!/� ��*� $�2!� .!� � �* � 3.%0!� ���!//� 0+� 0$!� .!�+. �

�$!� ,.+�!//� +"�  !0!.)%*%*#� 3$!0$!.� +.� *+0� �� 1/!.� $�/� ,!.9

)%//%+*� 0+� ,!."+.)� �*� +,!.�0%+*� %/� ��((! � �10$+.%6�0%+*�� �0� %/

�+))+*� 0+� /!,�.�0!� 0$!� �10$+.%6�0%+*� ,+(%�5� ".+)� 0$!� �10$+9

.%6�0%+*� )!�$�*%/)�� �10$+.%6�0%+*� ,+(%�5�  %�0�0!/� 3$+� $�/

,!.)%//%+*� 0+� ,!."+.)� 3$%�$� +,!.�0%+*/� +*� 3$%�$� +�&!�0/�

�$!� )!�$�*%/)� %/� 0$!� #!*!.�(9,1.,+/!� �+ !� 0$�0� !*"+.�!/

3$�0!2!.� ,+(%�5� %/� /,!�%"%! �� �*� ����� 0$!� !*�+ %*#� +"� 0$!

�10$+.%6�0%+*� ,+(%�5� %/� /0+.! � %*� �*� ���!//� �+*0.+(� (%/0� ������

�2!.5� +�&!�0� 0$�0� %/� )�*�#! � �5� �� /!.2!.� /1�$� �/� �� ��*'

���+1*0� +.� �� ,�0%!*0� .!�+. � $�/� �//+�%�0! � 3%0$� %0� �*� ���

0$�0�  %�0�0!/� 3$%�$� �(%!*0/� ��*� %*2+'!� !��$� +,!.�0%+*�  !"%*! 

"+.� 0$!� +�&!�0�

�+.� !4�),(!�� 0+� !*�+ !� 0$!� ,+(%�5� 0$�0� 0$!� +3*!.� +"� 0$!

��*'� ���+1*0� ��*�  !,+/%0� �* � 3%0$ .�3� )+*!5� ".+)� 0$!

���+1*0� �* � �$�*#!� 0$!� )�%(%*#� �  .!//� +*� 0$!� ���+1*0�� �10

+*(5� �� ��*'� 0!((!.� )�5� �(+/!� 0$!� ���+1*0�� �*� ���� +*� �� ��*'

���+1*0� +3*! � �5� �(%!*0� ��.5� )%#$0� (++'� (%'!�

8user:Mary:DWM
group:teller:C

3$!.!� D� /0�* /� "+.� ,!.)%//%+*� 0+�  !,+/%0�� W� "+.� ,!.)%//%+*
0+� 3%0$ .�3�� M� "+.� ,!.)%//%+*� 0+� �$�*#!� 0$!� )�%(%*#� �  .!//�
�* � C� "+.� ,!.)%//%+*� 0+� �(+/!� 0$!� ���+1*0�

���$� �,,(%��0%+*� %/� ".!!� 0+�  !"%*!� �* � *�)!� %0/� +3*� /!0� +"

,!.)%//%+*/�� �$!� D�� W�� �* � C� ,!.)%//%+*/� 1/! � %*� 0$!� !4�)9
,(!� ��+2!� �.!� *+0� 1/! � �5� !2!.5� /!.2!.�� �*� �,,(%��0%+*� %*

3$%�$� 0$!� D� � !,+/%0�� ,!.)%//%+*� )�'!/� /!*/!� �+1( � �$++/!
0+� *�)!� %0� �/� 0$!� 7+�� ,!.)%//%+*�� �(/+�� )�*5� �,,(%��0%+*/� 3%((
*+0� $�2!� ��  !,+/%0� +,!.�0%+*� �0� �((�� �$!.!"+.!�� 0$!� %*0!.,.!0�9

0%+*� +"� �*� ����  !,!* /� +*� 0$!� /!0� +"� ,!.)%//%+*/�  !"%*! � �5

0$!� /!.2!.� 0$�0� 1/!/� %0�

�$!� "%./0� ,�.0� +"� 0$%/� ,�,!.�  !/�.%�!/� 0$!� /,!�%"%��0%+*/� �* 

�10$+.%6�0%+*� )!�$�*%/)/� ��+ !�� +""!.! � %*� ���� 0$�0� /1,9

,+.0� 0$!�  !2!(+,)!*0� +"� �10$+.%6�0%+*� /!.2%�!/�� �$!� /!�+* 

,�.0�  !/�.%�!/� +1.� !""+.0/� 0+� /1,,(!)!*0� 3$�0� ���� +""!./� 0+

)�'!� %0� !�/%!.� "+.� 0$!� /!.2!.�  !2!(+,!.� 0+� 1/!� �10$+.%6�0%+*

/!.2%�!/�� �$!� ���� "1*�0%+*�(%05�  !/�.%�! � $!.!� ,!.0�%*/� 0+

���� .!(!�/!/� �!"+.!� ���� ���� 	�	� �* � ��� ���� 	���

�������!������ ������ ��� ������� �������� �����

�%#�� 	� /$+3/� 0$!� �(%!*0�/!.2!.� )+ 1(!/� .!-1%.! � "+.� �*� ���

�10$+.%6�0%+*� /�$!)!� 1/! � %*� �� $5,+0$!0%��(� ��*'� �,,(%��9

0%+*� 0$�0� 3�/� %),(!)!*0! � 1/%*#� ����� �+� 1* !./0�* � 0$!

Dispense U.S. $100

Application
Interface

ACL
Manager

Automated
Teller

Machine

Modify Account
Permission

Editing
Interface

(rdacl)

Management Process

Yes / No

Update ACL
Information

Bank
Administration

Control Account
Management

Does Jane Have Permission
to Withdraw from this

Account?

Get Account
Permissions

Client Process

Server Process

User = Jane, Account = 1234
Request = Withdraw U.S. $100

Give Jane Permission to
Withdraw from Account 1234.

ACL
Database ����� ��� �(+3� +"� %*"+.)�0%+*� %*

0$!� ��*'� �10+)�0%�� 0!((!.� )�9

�$%*!� !4�),(!�



��� � � � � � � � �%#%-"%2� 	��
� �%7,%44;�!#+!2$� �/52.!,

).4%2!#4)/.3� "%47%%.� 4(%3%� -/$5,%3� #/.3)$%2� 4(%� &/,,/7).'

3#%.!2)/�� �!.%� -!+%3� !� 2%15%34� 4/� 7)4($2!7� ����� �	�����

&2/-� (%2� !##/5.4� .5-"%2� 	
���� �(%� !00,)#!4)/.� ).4%2&!#%

0!33%3� 4()3� ).&/2-!4)/.� 4/� 4(%� ���� -!.!'%2� !3+).'� &/2� !.

!54(/2):!4)/.� $%#)3)/.�� �(%� ���� -!.!'%2� 2%42)%6%3� 4(%� !54(/;

2):!4)/.� 0/,)#9� &/2� !##/5.4� 	
��� &2/-� 4(%� ���� $!4!"!3%� !.$

!00,)%3� 4(%� 0/,)#9� 4/� $%2)6%� !.� !.37%2�� �&� �!.%� )3� !54(/2):%$�

4(%� -!#().%� $)30%.3%3� 4(%� -/.%9�

 (%.� �!.%�3� !##/5.4� )3� &)234� 3%4� 50�� !� "!.+� %-0,/9%%� 7/5,$

53%� !.� !$-).)342!4)/.� 4//,� �&2/-� 4(%� -!.!'%-%.4� 02/#%33� ).

�)'�� 	�� 4/� ')6%� �!.%� 0%2-)33)/.� 4/� 7)4($2!7� -/.%9� &2/-

!##/5.4� 	
���� �(%� %$)4).'� ).4%2&!#%� %.!",%3� 4(%� ���� -!.!'%2

4/� #(!.'%� 4(%� 0/,)#9�� �(%� ���� -!.!'%2� #(!.'%3� !� 0/,)#9� "9

2%42)%6).'� 4(%� #522%.4� 0/,)#9�� -/$)&9).'� )4�� !.$� 72)4).'� )4

"!#+� 4/� 4(%� ���� $!4!"!3%�

ACL Database. � �� 3%26%2� 4(!4� .%%$3� 4/� !54(/2):%� 2%15%343� -534
(!6%� !� 7!9� 4/� 34/2%� !.$� 2%42)%6%� 4(%� ���3� 4(!4� $%3#2)"%� 4(%

!##%33� 2)'(43� 4/� 4(%� /"*%#43� 4(%� 3%26%2� -!.!'%3�� �.%� !00,)#!;

4)/.� -)'(4� 7!.4� 4/� 34/2%� ���3� 7)4(� 4(%� /"*%#43� 4(%9� 02/4%#4

!.$� !./4(%2� -)'(4� 7!.4� !� 3%0!2!4%� ���� $!4!"!3%�� �%0%.$;

).'� /.� 4(%� .5-"%2� /&� /"*%#43� 02/4%#4%$� !.$� !##%33� 0!44%2.3�

$)&&%2%.4� $!4!"!3%� )-0,%-%.4!4)/.3� 7/5,$� "%� /04)-!,�� �/2

4()3� 2%!3/.�� 4(%� 2%15)2%-%.43� &/2� !.� ���� 34/2!'%� 3934%-� !2%

,)+%,9� 4/� "%� 6%29� $%0%.$%.4� /.� 4(%� 490%� /&� !00,)#!4)/.�

An Authorization Decision. �  (%.� !.� !00,)#!4)/.� #,)%.4� -!+%3� !
2%15%34� /&� 4(%� !00,)#!4)/.� 3%26%2�� #/.42/,� )3� ')6%.� 4/� 4(%� -!.;

!'%2� 2/54).%� 4(!4� )-0,%-%.43� 4(%� $%3)2%$� /0%2!4)/.�� �(%

-!.!'%2� 2/54).%� .%%$3� 4/� +./7� 7(!4� 3%4� /&� 0%2-)33)/.3� /2

!##%33� 2)'(43� 4(%� #,)%.4� -534� 0/33%33� "%&/2%� 3%26)#).'� 4(%

2%15%34�

�(%� -!.!'%2� 2/54).%� -534� 3500,9� 4(%� #,)%.4�3� )$%.4)49� ��!.%��

4(%� .!-%� /&� 4(%� 02/4%#4%$� /"*%#4� ��##/5.4� 	
����� !.$� 4(%

$%3)2%$� 0%2-)33)/.3� �7)4($2!7�� 4/� !� 2/54).%� 4(!4� %8%#54%3

4(%� 34!.$!2$� ���� !54(/2):!4)/.� !,'/2)4(-�� �&� 4(%� 2/54).%

2%452.3� !� 0/3)4)6%� 2%35,4�� 4(%� 3%26%2� 7),,� '2!.4� 4(%� #,)%.4�3

2%15%34� �$)30%.3%� ����� �	����� �/4%� 4(!4� 4(%� !54(/2):!4)/.

3934%-� $%0%.$3� /.� 4(%� 6!,)$)49� /&� 4(%� #,)%.4�3� )$%.4)49�

�54(%.4)#!4)/.� )3� !� .%#%33!29� 02%2%15)3)4%� &/2� !54(/2):!4)/.

4/� "%� -%!.).'&5,�

Standard Interface for Editing.�  )4(/54� !� 34!.$!2$� 7!9� /&� !$;
-).)34%2).'� ���3�� %!#(� 3%26%2� $%6%,/0%2� 7/5,$� (!6%� 4/� 02/;

6)$%� !.� ���� !$-).)342!4)/.� 4//,�� !.$� ���� !$-).)342!4/23

7/5,$� (!6%� 4/� ,%!2.� !� $)&&%2%.4� 4//,� &/2� %!#(� 3%26%2� 4(!4� 53%3

!54(/2):!4)/.�� �/� !6/)$� 4(!4� 02/",%-�� !� 34!.$!2$� ���� %$)4).'

).4%2&!#%� )3� $%&).%$� 3/� 4(!4� 4(%� 3!-%� 4//,� #!.� ).4%2!#4� 7)4(

!.9� 3%26)#%� 4(!4� )-0,%-%.43� 4(%� 34!.$!2$� ).4%2&!#%�

����� ���� 
����
��

�/� -%%4� 4(%� 2%15)2%-%.43� &/2� 4(%� ���� -!.!'%-%.4� 3#(%-%

-%.4)/.%$� !"/6%�� ���� 02/6)$%3� #/$%� 4/� 3500/24� ���

-!.!'%-%.4� &/2� 3/-%� 2%15)2%-%.43� !.$� 3)-0,9� $%&).%3� !

34!.$!2$� ).4%2&!#%� 7)4(/54� 02/6)$).'� !.9� #/$%� &/2� /4(%2

2%15)2%-%.43�� �)'�� 
� 3(/73� 4(%� -!).� #/-0/.%.43� 4(!4� 02/;

6)$%� ���� ���� 3500/24� 7)4().� 4(%� 3%26%2� %8%#54!",%�

Unforgeable Identities.� ���� 02/6)$%3� 4(%� 25.;4)-%� ���� �2%-/4%
02/#%$52%� #!,,�� -%#(!.)3-�� 7()#(� 02/6)$%3� 4(%� 3%26%2� 02/;

#%33� 7)4(� ).&/2-!4)/.� !"/54� 4(%� #,)%.4� -!+).'� !� 2%15%34�

�%#!53%� /&� 4(%� !54(%.4)#!4)/.� 3%26)#%3� 02/6)$%$� ).� ����� 4(%

Code that must be provided by the server developers. These routines are
embodied in the ACL manager in Fig. 1.
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Code that is automatically generated from the interface specification.
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† The mapper maintains a list of interfaces and the corresponding port numbers where services
of the interfaces are listening.
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HP-UX 9.* and 10.0 for HP 9000 Series 700 and 800 computers are X/Open Company UNIX
93 branded products.

UNIX is a registered trademark in the United States and other countries, licensed exclusively
through X/Open  Company Limited.

X/Open is a registered trademark and the X device is a trademark of X/Open Company Lim-
ited in the UK and other countries.

Open Software Foundation and OSF are trademarks of the Open Software Foundation in the
U.S. and other countries.


